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® Result: Lack of Trusted Third Parties (TTP)

® Problem: TTPs sometimes needed

® Solution: Token-Curated Registries (TCRs)
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First formal treatment of TCRs. Namely:

® First formal definition
® First provably secure TCR model

Properties offered:

® \/ote secrecy
® Dispute freeness
® Self-tallying



Background

® Blockchains
® Turing-complete scripting language
® Smart Contracts

® Deterministic
® TJransparent

® Token-Curated Registries



TCR Workflow

Contract (TCR)




TCR Workflow

Contract (TCR)

Curators




TCR Workflow

Contract (TCR)

Curators
‘ Deposit amt
>
dh
4 Deposit amt
>
o
o
o
Deposit amt
‘ >
dh




Curators

TCR Workflow

Contract (TCR)

Apply

Service



TCR Workflow

Contract (TCR)

Curators

Service




TCR Workflow

Contract (TCR)

Curators

Agree
o

4 Service




TCR Workflow

Contract (TCR)
Poll

Curators

Service




TCR Workflow

Contract (TCR)

Curators
Poll
‘ Vote, .
dh — Service

. \
4 Vote, @
.

* Vote, /
/




TCR Workflow

Contract (TCR)
Poll

Curators

Voters: n ,
Service




TCR Workflow

Contract (TCR)

Curators
Poll
@ Y, .
Vot oters: n ,
4 02 Service

. \
4 Vote, @
.

* Vote, /
/




Curators

TCR Workflow

Contract (TCR)

Poll

Voters: n

Votel[], Vote2|]

Service



Curators

TCR Workflow

Contract (TCR)

Poll

Voters: n

Votel[], Vote2|]

Tally

Service



Curators

TCR Workflow

Contract (TCR)

Poll

Voters: n

Votel[], Vote2|]

Tally

Result

Service



The Adversary .«/



The Adversary .«/

Assumptions

® PPT
® DDH and square-DDH are hard
® Can't break non-interactive Sigma protocols



The Adversary .«/

Assumptions

® PPT
® DDH and square-DDH are hard
® Can't break non-interactive Sigma protocols

Capabilities

® Controls of malicious players
® Advises honest players
® Can see entire state of TCR



The Adversary .«/

Assumptions

® PPT
® DDH and square-DDH are hard
® Can't break non-interactive Sigma protocols

Capabilities

® Controls of malicious players
® Advises honest players
® Can see entire state of TCR

Goals
® Gain information about the vote of an honest player

® Change vote between rounds or vote other than O and 1
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Security Guarantees

Vote secrecy: No honest player’s vote can be discovered

Dispute freeness: No misbehaviour will go unnoticed



Limitations

® Coercion/receipt freeness
® Performance dependent on number of voters



Conclusion

Provably secure TCR construction
Secret voting

No trusted authority

First formal approach to the subject



Questions?



Thank you!



